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P.F. Cusack (Tool Supplies) Ltd             Risk Assessment


	Assessment Title
	Supply Chain Mapping 
	Date of Assessment
	21st October 2022

	Location of Task
	All P.F. Cusack locations
	Name of Assessor
	Shaun Grundon

	Risk Assessment Reference
	RACUS-057
	Last Review Date:
	


	Description of the Task: To access the vulnerability of our supply chain

	[image: image2.emf]

The key risks:
1. Brexit
2. Internal/External Conflicts
3. Customs (Imported Goods)
4. Local Legal Requirements
5. Protection of Intellectual Property
6. IT Security
7. Recession/Inflation
8. Theft of Product
9. Failure to meet Regulatory Quality Standards
10. Process Disruption (lack of raw materials, plant failure)
11. Conduct and Ethics (Modern Slavery)
12. Damage to Product
13. Failure to Meet H, S & E Regulatory Requirements
14. Climate Change
15. Transport Route Disruption
16. Third Party Ethical Trade Audits


	Persons which may be affected by our Supply Chain Operations

	Employees
	Clients
	Public
	Young persons under 18
	Visitors

	Yes 
	Yes
	Yes
	Yes
	Yes
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	Other



	No   
	No   
	No
	No
	No
	No
	No
	   No
	No
	No
	No   
	Yes   No


	· During our operations the operative will be in possession and wear the mandatory PPE including: 

· Hi-Visibility Jacket or Vest: to BS EN 471 Standards (Mandatory). 
· Safety Shoes/Boots: to BS EN 345. Standards (Mandatory). 
· Hand protection. Gloves: (General Protection): to BS EN 420 Standards

· Hard Hat: (If required) to BS EN 397 Standards (Whilst on construction site)

· Company issued corporate work wear will be worn during on site working hours.  (No shorts).


	Supply Chain mapping assessment

	IT Security
	Customs (Imported goods)

	
	
	Medium
	
	
	 
	
	
	
	Low
	  
	 


	Overall risk rating for the use of this task following the adoption of all control measures

	
	
	Medium
	 
	
	


	Probable Frequency
	Severity
	
	
	Frequency X Severity = Risk     Frequency Down  ~  Severity Across

	
	
	
	
	
	
	1
	2
	3
	4
	5

	Very low
	1
	Trivial injury
	1
	
	  1
	   Very Low
	
	
	
	

	Unlikely
	2
	Minor injury (first aid)
	2
	
	  2
	
	           Low
	
	
	

	Likely
	3
	Minor injury LTA
	3
	
	  3
	
	
	      Medium
	
	

	Almost certain
	4
	Major injury LTA
	4
	
	  4
	
	
	
	         High
	

	Certain
	5
	Death
	5
	
	  5
	
	
	
	
	   Very High


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Brexit
	Changes to the Northern Ireland protocol trade agreement making it more difficult to transport goods across the Irish land boarder
	1
	3
	L
	Ongoing talks between the British government and the EU, new talks started October 2022
	2
	2
	L

	Armed Internal/External Conflicts
	Trade sanctions imposing restrictions on the importation and exportation of our goods. Loss of revenue and breaks in our supply chain leading to be unable to fulfil contractual obligations.
	3
	4
	H
	P F Cusack (Tool Supplies) Ltd are          able to source their products from a       number of different suppliers as an independent supplier of PPE, road         furniture and signs.
 P F Cusack (Tool Supplies) Ltd  do not supply to any countries listed as             subject to arms embargos, trade         sanctions and any other restrictions.
	3
	3
	M

	Customs (Imported Goods)
	Goods kept in transit for longer than required time. Goods not released or confiscated due to incorrect documentation. Goods deteriorating due to time spent in storage. Excess charges for additional storage whilst any discrepancies are sorted out with additional costs.
	3
	3
	M
	Sanction lists checked before ordering    from overseas as well as any licensing requirements, restrictions and bans on      any imported/exported goods. Checks       made on any international shipping or customs  rules before placing orders. Product declarations are kept as clear      and concise as possible. Orders placed on shipping companies allow enough time to clear customs
	2
	3
	M

	Local Legal Requirements
	Risk of fines and penalties, loss of reputation, removal of licenses and being in breach of contract with reduced/no international expansion and risk to company ethics through bribery and corruption
	
	
	M
	Company has Anti-bribery and            corruption, equality and diversity,       Modern slavery, CSR, Gifts, hospitality     and entertainment, Anti-Facilitation of        tax evasion and CFSI policies and procedures in place. All staff made        aware of policies and procedures with      staff receiving training as and when       required. 3rd party compliance audits        carried out on overseas suppliers.
	
	
	L


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Protection of Intellectual property
	Loss of control or theft of patents, copyrights, trademarks, trade secrets and designs with potential legal costs for protecting and enforcing Intellectual property rights. Loss of design rights and possible diminished product revenues.
	3
	3
	M
	Contingency server at Wolverhampton. System backed up off site. IT system has firewall protection and password protected and changed quarterly. Data protection officer appointed. No hard copies are removed from the premises and access rights are deleted following termination of a contract or member of staff leaving. IT system monitored by our IT department. All software is checked to ensure GDPR compliant. Server rooms kept locked with authorised access only. All depots have intruder alarms fitted and CCTV both internal and external. Buildings are securely locked when not in use. Intellectual property documents kept in secure area.
	2
	3
	M

	IT Security
	Theft of patents, copyrights, trade secrets,           designs and personal information. Loss of IT system due to viruses and blackmail. 
	4
	4
	H
	Contingency server at Wolverhampton. System backed up off site. IT system has firewall protection and password protected and changed quarterly. Data protection officer appointed. No hard copies are removed from the premises and access rights are deleted following termination of a contract or member of staff leaving. IT system monitored by our IT department. All software is checked to ensure GDPR compliant. Server rooms kept locked with authorised access only.
	2
	4
	M


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Recession/Inflation
	A sustained gradual increase in our product prices and raw materials and economic downturn with declining sales.
	3
	3
	M
	We have a number of contracts to supply products over the next few years, Staff training program in place to increase staff retention rates and now looking at improved ways of reducing overhead costs
	2
	3
	M

	Theft of Product
	Damage to property, Loss of products,       theft of load, hijacking of vehicle, risk of physical attacks to driver and staff, theft               of fuel, theft of vehicles.
	2
	4
	M
	Vehicles and product kept in the locked warehouse overnight, warehouse has CCTV with night vision, Yard area enclosed by secure fencing with a gate that is locked every night. Vehicles loaded in warehouse. Industrial estates have only one access and egress point. Vehicles have trackers and CCTV fitted. All fleet vehicle drivers hand vehicle keys to transport manager at night and all vehicle keys kept in securely locked key cabinet overnight. All visitors and contractors sign visitors book and are approved before being allowed on site. Drivers check in with warehouse manager at regular intervals during day. Drivers receive training on vehicle security and counterterrorism.
	1
	3
	L


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Failure to Meet Regulatory Quality Standards
	Possible company/individual Fines, imprisonment with a loss of the companies reputation leading to loss of current/potential staff. Cost of remaking and suppling faulty product coupled to  losses in productivity and potential down time through investigations.
	3
	3
	M
	Company has ISO9001:2015 accreditation with an appointed group quality manager who is responsible for maintaining the quality manual. A client complaint procedure is in place and all complaints are logged and investigated. All products are checked for compliance to required standards. Product samples taken at regular intervals for testing and assessment. Members of a number of trade associations for products and PPE.
	1
	3
	L

	Process Disruption (lack of raw materials)
	 cost of purchasing raw materials rising by unsustainable levels leading to reduced/no production of certain products. Higher         prices for products and services
	3
	4
	H
	Increased stock levels at our depots, placing orders well ahead of schedule to meet contractual requirements liaising with suppliers and customers to ensure least  disruption to supply chain and customers requirements. 
	2
	2
	L  L

	Process Disruption (plant failure)
	Lost production through plant and           machinery downtime due to spares           shortages or unavailable and/or lack of     routine maintenance
	3
	4
	H
	Have increased level of spares for plant and machinery across depots, decreased maintenance intervals. Business continuity plan in place. Critical path equipment has service contracts reviewed and renewed annually. 
	2
	2
	L


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Damage to Product
	Possible company/individual Fines, imprisonment with a loss of the company’s reputation leading to loss of current/potential staff. Cost of remaking and suppling faulty product coupled to  losses in productivity and potential down time through investigations.
	2
	3
	M
	Quality inspection of all products on arrival at depots. All products sourced from reputable sources with necessary certification supplied. Products tested at regular intervals, Clients complaint procedure in place. Non-conformance procedure in place . staff trained to report any defects found before loading vehicles.
	2
	3
	M2

	Failure to Meet H, S & E Regulatory Requirements
	Possible company/individual Fines, imprisonment with a loss of the company’s reputation leading to loss of current/potential staff. Cost of remaking and suppling faulty product coupled to  losses in productivity and potential down time through investigations.
	4
	4
	H
	Health, safety, Environmental and compliance manager appointed for the group. H, S, E & C manager responsible for maintaining all documentation and ISO 45001:2018 accreditation. Regular audits carried out of our depots and Integrated management System. Managing director and Company director have overall responsibility for H, S, E & C. 
	2
	2
	L


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Climate Change
	Global warming causing long term shifts in temperatures and weather patterns with heat waves, heavy downpours, drought and rising sea levels resulting in the loss of homes, communities, infrastructure and fatalities due to all of the above
	4
	4
	H
	Carbon footprint analysis, use of energy efficient plant and equipment reducing energy consumption. More fuel efficient and emission friendly vehicles, recycle all waste products and becoming zero to landfill and encouraging our suppliers to do the same.
	3
	3
	M

	Transport Route Disruption
	Company and clients face longer lead time on products/transportation and increased prices resulting lower profit forecasts. Pandemic/conflict boarder closures requiring more time and longer distances to move goods with the possibility of the suspension of a supply chain. Restrictions to human mobility causing driver/crew shortages
	3
	4
	H
	Company has a diversified supplier base. Business continuity plan in place using our depots across the UK with their own fleets of vehicles .Increased stock levels at all depots,  
	3
	3
	M


	Task 1
	Supply Chain Mapping

	Hazard
	Harm
	Assessment Before Control
	Control Measures Required
	Residual Risk After Control

	
	
	F
	S
	Risk
	
	F
	S
	Risk

	Conduct and ethics (Modern Slavery)
	Company can suffer from bad moral and poor client relations, poor staff retention and difficulty recruiting new staff, regulatory prosecutions/fines from bad environmental ethics and short and long term fiscal investment
	2
	4
	M
	Company has a CSR procedure in place and a professional Conduct and Ethics statement based on the ETI 9 point base code. Training given to all staff on conduct and ethics. Assessments carried out on suppliers at regular intervals to ensure that they are also meeting our requirements for conduct and ethics.
	3
	3
	M

	Third Party Ethical Trade Audits
	Potential risks to the business of bad reputation, prosecution and or fines due to audits missing key working concerns for workers and failing to give a true picture of what working conditions are really like. Audits are unlikely to identify slave/child labour and discrimination.
	3
	4
	H
	Third party audits supported by due diligence which includes identifying risks to workers by the nature of their work, local employment regulations, assessing HR systems, contracting and recruitment, liaising with other suppliers who are using the same company and various trade association information. 
	3
	3
	M


Training Requirement Sheet

	1
	Anti-Bribery and Corruption

	2
	Modern Slavery

	3
	

	4
	

	5
	

	6
	

	7
	

	8
	

	9
	

	10
	


Additional Information
	Is a method statement required for this work? Yes / No
Who is at Risk: Employees & Other Vulnerable Persons / Road Users


Related documents
	1
	 CUS-SS-001    H, S & E Contractors Competency Check Sheet
	

	2
	 CUS-SS-002    Suppliers Evaluation Questionnaire
	

	3
	 CUS-SS-003   H, S & E Requirements for Sub-Contractors/Contractors
	

	4
	 CUS-SS-004   Sub-Contractor Approval Procedure
	

	5
	 CUS-SS-005   Supplier Approval Procedure
	

	6
	 CUS-SS-006   Approved Sub-Contractor list
	

	7
	 CUS-SS-007   Approved Supply Chain Product Suppliers
	

	8
	 CUS-SS-008   Global Supply Chain Map
	

	9
	
	

	10
	
	

	11
	
	

	12
	
	

	
	
	


I can confirm that I have read or been instructed and understood this Risk Assessment and will work to the requirements / controls contained within it.

	Date
	Name
	Signature
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